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Abstract

Very often in industrial conditions the real timeogram system is used by one or more
operators, who have computer qualification and B&pee only in using this program.

Therefore, it is very important, that this spegabup of users is allowed to use only this
program and not allowed to use all other programthe computer. At the same time it is
necessary to keep multi user environment and atlvsvadministrator to use all system
opportunities. Herewith, only the administrator camitch between desktops, it should be
quick and should continue executing the programghis article the Forth programmatical
technique of disabling some functional feature®/aidows 7 is described.

I ntroduction

TRACKNETis a universal software package for tracking amatrol of work in commercial
laundries. The software consists of two parts. fifseis an operator interface program which
runs on a network of Personal Computers (PCs) utdeYVindows operating system. It is a
Windows application and therefore it can be runuiameously with all business software.
The TRACKNEToperator interface program works with authorisedrs, who, accordingly,
can have two roles: as an operator anMBBROSSadministrator. These roles are specified
and registered in thERACKNETprogram and while using this program an operassrdome
functional limitations and also has no opportundyswitch to another program application or
to pressCtrl+Alt+Del keys, because this action is intercepted and dddm by the
TRACKNETprogram.

Nevertheless, in the Windows Vista and Windows @ragping systems it is impossible to
intercept  Ctrl+Alt+Del : Experiments  with keyboard hooking, using
SetWindowsHookEx()  function, and theVM_HOTKEMessage trapping code injection
into the main windows procedure did not give a fasiresult because of the hook procedure

LRESULT KeyboardProc(...)

{
if (Key == VK_CTRLALTDEL) return 1;

return CallNextHookEX(...);
}

and hot key catching in Windows main procedure

LRESULT CALLBACK NewWindowProc
(HWND hWnd, UINT uMsg, WPARAM wParam, LPA RAM



IParam)

{
if (UMsg == WM_HOTKEY)
if (Iparam == MAKELONG(MOD_CONTROL | MOD_ALT, VK_DE LETE))
return 1;
return CallWindowProc(OldWindowProc, hwnd, wParam, IParam);

}

is activated later tha@trl+Alt+Del typing event happens, an operating system sets
on Windows log off screen.

Therefore, it was decided to use a desktop switckechnique, creating a new desktop
run the TRACKNETprogram on it in order not to lock into program Isugystem keys ¢
Alt+Esc , Alt+Tab , Ctrl+Shift+Esc etc., but to isolate one process fr@nother.
Other processes continue running on tDefault " desktop and the screen saver runs
the 'Screen-saver " desktop. All these desktops must be locked uh&l TRACKNET
process runs on a new desktop and does not fimisim authorised user swies back to the
"Default " desktop.
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Figure 1. Winlogoff desktop before and after commands disaj

However, the logoff process runs on tWinlogoff " desktop, which always switches on
Windows 7 and Windows Vista when the user preCtrl+Alt+Del . In this case, when
creating a new desktop, it is necessary to chamgdackground and disable all commat
the 'Winlogoff " desktop, except for pressing thCancel ” button, and resetting tr
"Winlogoff " desktop to initial state, when an authorised ssétches on theDefault "
desktop. The initial state of the logoff screen aadransformation are illustratec Figure 1.

Startup program overview

ProgramTrStarter.exe manages two processes:. creating, if it does nist, a new
executable procesBSRACKNET.EXI in a new desktop, and disable all desktop commz
“Log off ", “Lock this computer ", “Change a password... ", “Start
Task Manager 7, “Switch User " as well as disableShut down ” and “Ease of
access " buttons (Figurel.) on the Winlogoff " desktop. On starting the progre



TrStarter.exe a new desktop is switched on with a new backgroumzge

backgroundDefault.jpg from a specially created directo
Currentdirectory\ DESKTOPRE. Now any user has an opportunity to worlely
with TRACNETprogram.

All another programs continue running on trDefault " desktop. Only a user wil

corresponding privileges, usincFile\Switch desktop ” command, can switch tt

desktop back without closing tITRACNETprogram. Next time when aarter program tries
to return the focus to a new desktop, it can rezagifi the TRACNETprogram is running ¢

not and correspondingly not create a new procaghelTRACNETprogram, with the help ¢

the “File\Exit " command, the start up desktop takhe focus and RACKNE is closed

(Figure 2.).
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Figure 2. StarterTrStarter.exe andTracknet.exe  processes activity diagra

TRACNETis a program which is implemented using ProForth Windows V2.100 ani
which already has been successfully commerciallgdusnore than ten year[1].
TrStarter starter progran is implemented using VFX Forth for Windows (4.419
March 2010) [3] in ordeto execute thiTRACKNET program in the operating systems Vi
or Windows 7 [2] It uses WinApi 32 functions for processes, windawgistry, files anc
directories management.



Cstructures mapping in Forth

To create a new process it is necessary to use stwetures. The first of them is
STARTUPINFQ which specifies a window station, desktop, standaasdles, and the
appearance of the main window for a process attithe of creation. The table below
specifies this structure in Forth a@lnotations, and fields, which are used in a process
creation, are represented as comments in thedblwnn of the table below.

Forth notation C definition Used fields
STRUCT STARTUPINFO typedef
struct _STARTUPINFO {
DWORD field SI.CB DWORD cb; \ Size of structure
DWORD field IpReserved LPTSTR IpReserved;
DWORD field SI.LPDESKTOP LPTSTR IpDesktop; \ Name of desktop
DWORD field IpTitle LPTSTR IpTitle;
DWORD field dwX DWORD dwX;
DWORD field dwY DWORD dwyY:;
DWORD field dwXSize DWORD dwxXSize;
DWORD field dwYSize DWORD dwYSize;
DWORD field dwXCountChars DWORD dwXCountChars;
DWORD field dwYCountChars DWORD dwYCountChars;
DWORD field dweFillAttribute DWORD dwrFillAttribute;
DWORD field dwFlags DWORD dwFlags;
WORD field wShowWindow WORD wShowWindow;
WORD field cbReserved?2 WORD cbReserved?2;
DWORD field IpReserved2 LPBYTE IpReserved?;
DWORD field hStdInput HANDLE hStdinput;
DWORD field hStdOutput HANDLE hStdOutput;
DWORD field hStdError HANDLE hStdError;
END-STRUCT }
STARTUPINFO,
*LPSTARTUPINFO;

The second structure that needed to create a negegs iISPROCESSINFORMATIONt
contains information about the newly created precasd its primary thread. In the table
below this structure is specified in Forth aDahotations. This structure is used as an output

parameter of th€reateProcess() function in order to use process handle closingtim
Forth notation C language definition
STRUCT PROCESSINFORMATION typedef struct_ PROCESS_INFORMATION {
DWORD field hProcess HANDLE hProcess;
DWORD field hThread HANDLE hThread;
DWORD field dwProcessid DWORD dwProcessld;
DWORD field dwThreadld DWORD dwThreadld;
END-STRUCT }
PROCESS_INFORMATION,
*LPPROCESS_INFORMATION;

Entry function of starter program is

: RUN ( ---) { | sif STARTUPINFO ] pi[ PROCESSINFO RMATION ]
res }

, Where local variablesi[ andpi[ are defined. Structursi[ is initialised in a Forth
program by setting values into two fields:

'STARTUPINFO si[ SI.CB ! \ Set size of structure




‘DESKTOPNAME Si[ SI.LPDESKTORP !

The functionRUNCcreates a new desktop with the help of functiCreateDesktop()

using parameter values in Forth notat

Forth notation

C notation

\ Set name of desktop

\ |HDESK CreateDesktop(
DESKTOPNAME \ |in LPCTSTR IpszDesktop, \ The name of the desktop to be cree
NULL \ LPCTSTR IpszDevice, \ Reserved; must be NUL
NULL \ DEVMODE * pDevmode, \ Reserved; must be NUL
0 \ |in DWORD dwFlags, \ The access to the desk
DESKTOP_SWITCHDESKTOR |in ACCESS_MASK dwDesiredAccess, \ The access to the desk
NULL \ |in LPSECURITY_ATTRIBUTES Ipsa \ A pointer to a structu
CreateDesktop \ )

After a new desktop and startup information hasmbmeatecTRACKNE process is created
on a new desktop.

Process creation and monitoring

Using Win32-basedSpy++ (SPYXX.EXE utility, it is possible to view the systen
processes, threads, windows, anindow messages, but impossible to view the nama
desktop, or the name of both the desktop and winstation for those processes. The st¢
program was executed in two different wi— on a default and a new separated desktop
the results can be seen Bigure . When the starter program is running on a new toesk
right window), butSpy++ is running on a default desktop, it is possibleview only a
process and its threads, but the actual desktopvéndows of process are invisib
AnywhereSpy++ gives useful information about system's object reaaral its identificatior

It is important information, that can be used dgrtesting of the process of creating r
desktop.
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Figure 3. StarterTrStarter  processes, threads and windows when runnir
"Default " desktop (left window) and when running on newktes (right window)



The first step of the starter progriTrStarter s to identify if theTRACKNE process is

running or not. Forth function
: CHECKISTRACKNETRUNNING
{ | res processhandle moduleha ndle -- f }

examines all processes that are runnFigure 6) and compares the names of the mod
with the namerRACKNET.EXI. If there are no such names in the module narméhks the
function returns the valualse , and for the rest, valueue .
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Figure 4. Activity diagram of functiorCHECKISTRACKNETRUNNII

There are three local variables CHECKISTRACKNETRUNNIN@nction. Result variabl
res is a temporary value storage. In the loop, variprocesshandle  sequentially sets
the values, which are the handles of the all pseE®sUunning in the system. Varia
modulehandle sets a value, which is a handle of the module ofi gaocess. There may
many modules in one process, but funciCHECKISTRACKNETRUNNII examines only
first module in each process and therefore therenly one loop for looking over &
processes.

The fist used WinApi function has the signa

'BOOL WINAPI EnumProcesses

" (out DWORD *pProcesslds,in DWORD cb,out DWORD
*pBytesReturned);

and itretrieves the process identifier for each procdgeod in the system. The use of t
function is necessary in three obje

. an array size constant, correspondent to inpuinpetexcb
\ 4096 CONSTANTSIZEOFARF
. a pointer to an array of process identifiers, ggondent to the output parame

pProcesslds
\ CREATEARROFPROCIDSSIZEOFARR ALLOT
. the number of bytes returned in the array of preddsntifiers, correspondent to t

output parametegBytesReturned
| VARIABLE NUMBEROFBYTESRETURI

In this case calling dEnumProcesses() function in Forth notation is:
\ARROFPROCIDS SIZEOFARR NUMBEROFBYTESRETURNED Enuwoésses

IDROP



When all system processes are enumerated it ishppss examine every process cyclically
using the function
‘HANDLE OpenProcess (in DWORD dwDesiredAccess,

in BOOL binheritHandle,
\ in DWORD dwProcessld);
that opens an existing local process object andmes the handle to the process according to
its identifier. Function
BOOL EnumProcessModules(iin  HANDLE  hProcess,out HMOD ULE
*lphModule, in DWORD cb, out LPDWORD IpcbNeeded);
retrieves a handle for each module in the specfiredess.

In every loop before process opening, into thealde, that is defined as
\VARIABLE PROCESSID

the identifier of current process is loaded

\ARROFPROCIDS | CELLS+ @ PROCESSID ! \ Set the current process ID

Using the current process identifier, which is tRROCESSID variable, calling the
OpenProcess()  function returns an open handle to the specified¢ss.
\PROCESS_QUERY_INFORMATION PROCESS_VM_READ\ORe access to the process
FALSE \ Processes do not inherit this handle
PROCESSID @ \ Current process ID

OpenProcess -> processhandle

Continuing a loop, the functioBnumProcessModules()  retrieves a list of handles of
process modules

processhandle \ A handle to the process from OpenProcess()

ADDR modulehandle \ An array that receives the list of module handles
SIZEOFDWORD \ The size of the array, in bytes\
NUMBEROFBYTESNEEDED \ The number of bytes required to store handleserathay
EnumProcessModules -> res \ If the function succeeds, the return value is nomze

There are two specifics calling this function ie fRorth program. The first of them is the use
of the second parameterodulehandle , witch must be specified by tyddMODULE *
Basically, it is an address of varialst®dulehandle and in Forth program theDDRword

is used. The second specific aspect is the usinthefthird parameter. In the function
signature it is defined &3WORDB/pe number, but it is not a count of elementarnrarray, but
textually it is the size of the module handle addre simply constant

| 4 CONSTANTSIZEOFDWORD

Last WinApi function in the loop is

DWORD GetModuleBaseName( in HANDLE hProcess,in HMOD ULE
‘hModuIe,out LPTSTR IpBaseName,in DWORD nSize);

that retrieves the base name of the specified neodiile handle of module is loaded in a
local variablemodulehandle and the handle of process is loaded in local bhia
processhandle

Therefore, calling this function
\processhandle \ A handle to the process that contains the module.



modulehandle \ A handle to the modul
MODULEBASENAME \ A pointer to the buffe that receives the base name of the mc

MODULEBASENAMESIZE\ The size of the buffer, in characters
GetModuleBaseName DROP

retrieves the base name of the specified moduleo imhe output paramet
MODULEBASENAMES corresponding parameter in the ttion signature haLPTSTRtype.
In the Forth program this parameter is defined lasféer with lengtF1024 :

1024 CONSTANTMODULEBASENAMESI
CREATEMODULEBASENA MODULEBASENAMESIZEALLOT

Likewise, the received value of the current mochdene iscompared with theTRACKNET
string and if they are equal then functiCHECKISTRACKNETRUNNII returnes the value
true .

Windows registry editing

When anew desktop has been creatit is necessary to disable all commai(Figure 1.)
except ‘Cancel ”. This command disabling technique is based on Windagsstry key
editing. The data structure of Windows registrycture is represented Figure 5. It is a
hierarchical structure of keys and their sub k&ywry key can have many or no values at
evay key value is a structure with three attrib.— name of value, type of value and data
is stored into the key value.
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REG_QWORD
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3 REG_BINARY
ubkey Type
Key Value 1 Data
17 1 1 Name
HKEY_CURRENT_USER 1
HKEY_LOCAL_MACHINE . = \
Registry Editor pa|E
| HKEY_USERS #
File Edit View Favorites Help
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. HKEY_CURRENT_USER
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Figure 5 Structure of Windows registry
In order to disable a command on the logoff window, is necessary i
HKEY_CURRENT_USERot for
Software \Microsoft \ Windows\CurrentVersion\ Policies \Explorer key
to create a value with a corresponding name typedaita as seen in table bel



Name of key value Type of key value Data of key value Disable action

NoLogoff DWOR 1 “Logg off”
NoClose DWOR 1 “Shut Down”
But for the

Software\Microsoft\ Windows \CurrentVersion\ Policies \System

key it is necessary to create a value accordinigedable belov

Name of key value Type of key value Data of key value Disable action
DisableLockWorkstation DWOKR 1 “Lock this computer”
DisableChangePassword DWOKR 1 “Change a password...”
DisableTaskMgr DWOFR 1 “Start Task Manager”
HideFastUserSwitching DWOR 1 “Switch User”

In order to enable any command, the correspondatg df key value must be deleted or
to zero It is possible to do it manually using tregedit.exe editor. But there are fol
WinApi functions for key managemerFigure 6) and two WinApi functionswith the help
of which it is possible to manage values for thesgikey

!\
v Key Value

<<yses>>
management management

<<|ses>> <<|ses>> —

X Delete

user

Figure 6. Functionality of Windows registry keys and val

The starter program uses such registry functior
« RegOpenKeyEx() - opens the specified registry k
 RegCloseKey() - close:a handle to the specified registry key,
* RegSetValueEx() - sets the data and type of a specified value undegistry ke
* RegDeleteKeyValue() - removes the specified value from the specifiedstegikey
and sub key.
In the disable command the sequeof calling functions is shown oRigure 7 This is the
activity sequence of the Forth wi
: REGKEYSETVALUE ( predefinedkey keyname valuename value ---)
{ predefinedkey keyname valuename value | res }

, Which set the value into the registry key. ceives input values into local variak

« predefinedkey , that must be a predefined cons HKEY_CURRENT_US,
« keyname, that has one of two string value...\Explore "or“... \System 7,
« valuename - is one of the strings from the first column frone tlables abov

e value— mustbe 1 to disable a comme
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Figure 7. Activity diagram of function, that disable commi

Mot ok

The fourth function REGKEYSETVALUE tries to open the key using functi

RegOpenKeyEx() with input parameter valuepredefinedkey and keyname (table
below) If the function fails, the return value is a ner@error cod:

Forth notation C language signature
\LONG WINAPI RegOpenKeyEx(
predefinedkey \ [in HKEY hKey, \ handle to registry key = HKEY_CURRENT_US
keyname \ |in LPCTSTR IpSubKey, \ The name of the registry subkey to be opent
0 \ IDWORD  ulOptions, \ must be zero

KEY_SET_VALUE |in REGSAM samDesired, \A mask that required to create, delete, or segstry value

PHKEYRESULT \ |out PHKEY phkResult \ A pointer to a variable that receives a handli¢oopened ke
RegOpenKeyEx \ |);
->res

Key value setting is executed calling functiRegSetValueEx()  in Forth notation, the
can be seen in table below.

Forth notation Clanguage signature

LONG WINAPI RegSetValueEx(
PHKEYRESULT @ \ in HKEY hKey, \ A handle to an open registry k
valuename \ in LPCTSTR IpValueName, \ The name of the value to be
0 \ DWORD Reserved, \ must be zer
REG_DWORD \ in DWORD dwType, \'int type of dat
ADDR value \ |inconst BYTE * |pData, \ The data to be stor
4 \ in DWORD cbData \ The size of the data to be stc
RegSetValueEx \ s

The use oRegSetValueEx() function has some particular features. The functearth
parameterdwType is predefined and has a value from the — REG_BINARY
REG_DWORREG_QWOR®&C. depending on the typFigure 5) of the value data to t
stored. In the case of the command’s disabilitysés only value 1, that has tyint or
predefined valulREG_DWRI. The second particular feature is that there ageynof date
types which it is possible to store in the registey value. Therefore in the general case
specified asconst BYTE *IpData — pointer to first byte of memory segment w
storage dataln Forth notation thirADDR word is used, which is the address of a vari:
value, that is received as an input parameter e REGKEYSETVALL word. The last
parameter value ®kegSetValueEx()  function is simplyt —the size oint type.

FunctionRegUoseKey() (table below) closes the opened registry key, ugggandle a
the parameter.



Forth notation Clanguage signature

LONG WINAPI RegCloseKey(

PHKEYRESULT @ in HKEY hKey \ A handle to an open registry key
RegCloseKey );

Switching the Default desktop, programTRACKNETback on enables all logoff
commands. It deletes key valugsLogoff, NoClose DisableLockWorkstation,
DisableChangePassword, DisableTaskMgr, HideFastUser Switching
from the registry using functidRegDeleteKeyValue (table below).

Forth notation Clanguage signature
LONG WINAPI RegDeleteKeyValue(
predefinedkey in HKEY hKey, \ A handle to an open registry key.
keyname in LPCTSTR IpSubKey, \ The name of the registry subkey
valuename in LPCTSTR IpValueName  \ The registry value to be removed from the key
RegDeleteKeyValue );

Desktop background changing

Using functionCopyFile()  a new background image, placed in a reservefa@nd has
the same name as original desktop imdgekgroundDefault.jpg, Is copied into the
folder C:\Windows\System32\oobe\Info\backgrounds and replaces the original
background with the new one. Switchingpéfault " desktop back on, the original
background image is restored from the reservecefpl@placing the image in its own folder.
FunctionCopyFile()  signature and its usage is represented in takdevbe

Forth notation

LOGINIMAGENAME \ The name of an existing login image file fromems®d folder.
LOGONINFOIMAGE \ The name of the new login image file in C:\Winda@ystem32\oobe\info\backgrounds
FALSE \ Overwrite if file already exist
CopyFile

Clanguage signature

BOOL CopyFile(

in LPCTSTR IpExistingFileName,
in LPCTSTR IpNewFileName,

in BOOL bFaillfExists);

In order to make the copying process successfuls ihecessary to set corresponding
permissions for the MICROSS administrator roleisltpassible to do manually, using the
Application Data Property editor for changing fdemnership and security settings. But these
steps can be executed programmatically.

Setting administrator per missions

To enable administrators to take ownership of shaepossible, using the command-line
utility TakeOwn, but to manage security settings of files and daddis possible, using
command-line toolcacls . In order to use them, the Win32 functighellExecute() is



used in a program. This function signature andsege are represented in the tables below.

Forth notation C language signature
HINSTANCE ShellExecute(

0 in HWND hwnd, \A handle to the owner window
Z" open" in LPCTSTR IpOperation, \A verb, that specifies the action

\ to Iperformed: ,edit”, ,open”, ,print” etc.
Z" cmd.exe" in LPCTSTR IpFile, \The object on which to execute

\ the verb.
Z" [c takeown /f C:\im.jpg" in LPCTSTR IpParameters, \ The parameters to be passed
\ to theapplication

z"" in LPCTSTR IpDirectory, \ Pointer to working directory
0 in INT nShowCmd \The flag how to display
ShellExecute ) \ application

Forth notation

\ Applaing stored DACLs to files in specified ditedes for Administrators

Z" open"

Z" cmd.exe" \ open cmd.exe and execute Icacls utility

Z" [c Icacls C:\im.jpg /grant BUILTIN\Administra tors:(F) "
Zn

0

ShellExecute

Conclusions

In result, the progranfrStart  allows to start any program in separated desktap ta
restrict some users from all others program's ed@cuincluding task manager and all logoff
commands. It is possible to tune fheStart  program in order to configure concrete user
permissions. For users with the appropriate pigélé is enable to switch on default desktop
by the new Switch desktop " menu entry. The programrStart  allow return to the
new desktop without restarting the base prograihjdsfalready running.
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